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User Group Overview 

 

Quick Tip = Creating users groups or using predefined user groups from Ultriva will set 

the permissions, by user, the specific actions for their role. 

 Before you create new user groups it is a good idea to see what system groups are already 

created as you may already find what you are looking for. 
 

There are 3 types of User Groups. 

 

1. System Groups 

2. Global Groups 

3. Local Groups 

 

System Groups are Ultriva defined groups. They have assigned general roles (permissions) for 

each group. The system groups are not editable and you cannot make any changes to them. 

 

Global Groups are created at the APP CSR (superuser) level. Each plant should have 1 or 2 

superusers that have this type of customer service role. These will be available to all plants. 

 

Local Groups are created at the plant or work center level. Only if you are assigned to this task 

(which is set in a user group) will you have the capability of creating these user groups. 

 

User groups can be created for the following: 

 

Plant 

Supplier (External) 

Work Center (Internal) 

RFQ (Request for Quote) 

IOT (Inventory Optimization Tool, Lean Assessment) 
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Log-In 

 

Quick Tip - If creating a Global User Group the user must be an APP/CSR (Superuser). 

If setting up a Local User Group the user would just need to have the privileges set such that 

the actions can be performed.   

 

Global Log-in 

 

Once logged in as the APP CSR (superuser), click on “User Group”. 

 

 
 

Local Log-in 

 

Click on “Admin” 

 

 
 

Click on “User Group” 
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 Getting Started 

Quick Tip - whether setting up a Global or Local user group, once logged in, the steps to 

setting up the groups are the same. 

If logged-in and there is not an Add button, the user does not have the privileges to perform 

this action. See below. 

 

Click on the “Add” button 

 

Important – It is very important that the correct group is selected for which the user 

group will apply to. Choices are Plant, Supplier, Workcenter, Customer, RFQ and IOT.  

Enter the “Title” and “Description” in the “Group Information” fields. Make a selection in 

the “to whom this user group will apply to”. Our example is a Supplier Shipper so we will 

select Supplier Users.  
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Quick Tip - There are many options to select from when creating a new user group. If 

all privileges are denied to start with it will save a lot of time in setting up the group. This also 

reduces the chances of inadvertently leaving a task turned on. 

 

Click on “First Level” (left side of screen) and Select “Deny” in the “First Level” field. (right 

side of screen).  

 

 

 

All actions are now “Denied” for the “First Level” 

 

 



Copyright Ultriva Inc. 2013. All rights reserved  Page 6 
 

 

Click on “Second Level” (left side of screen)  

 

Click on “Deny” in the “Second Level” field. (right side of screen) 

 

All actions are now “Denied” for “Second Level” 
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Click on “Root” to have access to both the first and second level (all privileges).  

Since everything had been denied the current user set up has no privileges at all and this will be 

the starting point. 

 

 

Quick Tip – You can click on any Action Name in the column on the left and each 

category will appear with a list of the privileges for that action.  

First Level choices are below, “Admin” and “My Account”. Admin also has subsets such as 

“User, Entities, Calendar and Tools” 
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Set the Privileges 

 

Quick Tip - To allow any privileges to be set in the first or second level a check mark 

must be placed in the box in the Allow column. That will turn Deny off. 

If you are selecting any privileges for the “Admin” or “My Account” subsets, you must have 

“Admin” or “My Account”   set to “Allow”. An error will appear that states that the “Parent 

does not have rights”. See below.  

 

 
 

Important – The Admin (parent) function must be changed to Allow if any functions for 

Admin are to be turned on.  

Quick Tip – All Action fields’ lines are in grey.  

Setting up the supplier shipper for this example, they will not need many Admin functions as 

their only responsibility is shipping the product. 

 Click on “Allow” in the “Admin” field 
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Quick Tip – One function that is possible to turn on for most users is My Account. This 

will allow the users, if turned on, the ability to change their profile and password. They can 

also make changes to My Preference. 

 

Click on “My Account” (left side of screen) to view all of the subset actions for “My Account” 

 

Select “Allow” in the “My Account” field. Select “Change Profile”, “Change Password” and 

“My Preference”. A checkmark will appear for each of these.  

 

Important – My Business unit should not be turned on for the average user. In My 

Business Unit you configure the process which should only be completed by the “Superuser” 

and/or “Plant Admin”. 

 

 

Quick Tip – You can click on any Action Name in the column on the left where “My 

Account” is green and each category will appear with a list of the privileges for that action.  
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Click on “Second Level” 

 

Click on “Allow” in the “Second Level” field. 

 

Second Level choices 

 

The process of allowing privileges on the second level is the same as the first level. 
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Important – The Action(s) (parent) function must be changed to Allow if any functions 

for Actions are to be turned on.  

 

Select “Allow” in the “Actions” field.  

 

Select “Allow” in “Supplier Actions” (parent) field. Allow all “Actions that are Required”.  

 

If you are shipping with the “Master Label”, Select “Allow” in the “Master Label” field. 

(parent) “Allow” all of the “Subset Actions”. 
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Select “Allow” in the “Reports” field. Select “Allow” for all of the “Reports” you would like 

the user to have access to. 
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Click to “Allow” Custom Reports if setting up the users to view the reports. Click on the 

“Save” button 

 

The User group has been added. 
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My Routines  

 

Quick Tip –A user can change their Actions list or the data they prefer to view under 

“My Routines”. It will allow the user to choose what actions and data they would like view on 

the “Home” screen on a daily, weekly and/or a monthly basis.  

 

 
 

 

Global Log-in 

 

Log in as an “APP CSR” (superuser). Click on “My Routines” 
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Quick Tip – At the Global Level you must log in as an APP CSR (superuser). If the user 

is not an APP CSR and their privileges are set, they can access the Local tab, My Routines. 

This example we are using the Global tab. 
 

Click on the “Global” tab 

 

 
 

Select the “User Group” 

 

 
 

Click on “My Routines” 
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Quick Tip – The “My Routines” Title column list is editable. The description can be 

changed if needed. 

 

Click in the box in the “Daily, Weekly or Monthly” fields and a checkmark will appear by the 

selection. Click on the “Save” button 

 

 
 

“Log Out” and “Log back in” to Ultriva and you will see your selections under “My Routines” 

set up on your “Home” page. 
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Assign a User to a User Group 

 

Quick Tip – At the System or Global Level the user must log in as an APP CSR 

(superuser). If the user is not an APP CSR and the privileges are set, the user can access the 

Local tab, Assigned Users. 
 

“Log- in” as APP CSR (superuser) 

 

Click on “User Group” 

 

 
 

Click on the “Global” tab 
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Click on the User Group and the line will highlight. Click on the “Assigned Users” button. 

 

 
 

 

The Assigned Users for the selected group appears. Click on the “Show Unassigned Users” 

button. 
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Quick Tip – If you have a lot of unassigned users in the system it may be easier to filter 

for a particular user. See the green arrow. You can also search by page at the bottom of the 

screen.  
 

Click in the box next to the “User ID” and a checkmark will appear for that user. Click on the 

“Assign” button. 

 

 
 

The selected User(s) have been assigned to the “Group” successfully. 
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Clone a User 

 

Tool Tip – Cloning a user is great to use when you have employees that share the same 

roles within Ultriva. It saves times cloning verses setting up each employee individually. It 

assures that the employees are set up the same and removes the possibility of missing certain 

tasks and/or business units. 
 

 

Click on “Admin” 

 

 
 

 

Click on “User”  
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Click on the user for which you would like to clone. Click on the drop down arrow by “More 

Options” 

 

 

Click on “Clone User”  

 

 
 

 

 

 

 



Copyright Ultriva Inc. 2013. All rights reserved  Page 22 
 

Click on the “User” you would like to “Clone As”. Click on the “Clone” button. 

 

 
 

The user has been cloned successfully. 

 

 
 

 


